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ABSTRACT

The rapid expansion and inherent resource limitations of Internet of Things (IoT)
devices necessitate robust, future-proof security solutions, particularly against sophisticated
data integrity threats and the imminent risk of quantum computing attacks. This paper
provides a systematic literature review (SLR) of the architectural integration of blockchain
with quantum technologies (quantum key distribution (QKD) and post-quantum cryptography
(PQC)) for a two-stage trust model in IoT communication. This review summarizes existing
methods and answers three key research questions. The results show that permissioned
blockchains are primarily used for trust management to ensure the non-repudiation and
immutability of data. Notably, there is a clear dividing line in the application of quantum
solutions: QKD is particularly suitable for securing high-capacity backbone communications
(server gateways), whereas PQC (especially lattice-based algorithms such as Kyber and
Dilithium) is the mainstream resource-efficient solution for IoT terminals. However, this
integration also has significant drawbacks, such as high latency due to blockchain consensus
mechanisms and increased memory and CPU requirements from PQC implementations. The
main challenge is the lack of standardized protocols for integrating QKD key management with
smart contract functionality. This review provides a comprehensive analysis of current
architectures, assesses their performance trade-offs, and outlines a clear research agenda
aimed at developing standardized hybrid protocols for future trusted IoT systems and
optimizing resource-efficient, quantum-resistant consensus mechanisms.

Keywords : Blockchain; Internet of Things (IoT); Quantum Key Distribution (QKD); Post-
Quantum Cryptography (PQC); Trust Management; Fog Computing.

INTRODUCTION

The Internet of Things (IoT), as the backbone of digital transformation,
poses significant security challenges owing to its distributed nature and the limited
resources of its devices. One of the main challenges is ensuring that the data
produced by IoT devices are trustworthy and reliable.

Defending against cyberattacks is extremely challenging because of the
distributed structure and limited resources (computing power and energy supply)
of IoT devices. Direct attacks on these nodes can lead to data tampering or forgery,
thereby jeopardizing the reliability of the entire system. So, bringing in passive
defense strategies like intrusion detection and advanced analytics is really
important if we want to tackle these threats effectively..(Chen et al., 2018).

By integrating modern distributed technologies, such as fog computing,
software-defined networking (SDN), and blockchain, we can really boost the
reliability and availability of [oT systems can be significantly improved. This
approach helps to maintain system performance and addresses some of the common
limitations. Blockchain stands out here because its decentralized nature significantly
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enhances trust and data integrity, thanks to its immutability and
transparency.(Muthanna et al, 2019). Blockchain-based trust management
protocols have emerged to address the challenges of heterogeneity, mobility, and
widespread deployment in the Internet of Things (IoT) and to ensure the reputation
of services used by loT devices is protected from attacks. (Kouicem et al., 2020).

The benefits of blockchain technology are that it can enhance user
anonymity and effectively eliminate harmful data, which is accomplished through
smart contracts and powerful consensus mechanisms that ensure data verification
and privacy. This is of paramount importance in a zero-trust IoT environment,
where all devices are considered potential threats to security. (Liu et al., 2023). In
environments where devices have limited resources, fog computing is useful
because it offers lightweight security features. One such feature is elliptic curve
cryptography, which helps secure communication between fog computing systems
and IoT devices. This approach not only keeps the communication secure but also
eases the computational and memory demands on loT devices.(Diro et al., 2018).

To dynamically maintain trust in complex loT networks, reputation
management based on deep learning algorithms has begun to be used to assess and
manage device trust in real time, increasing the accuracy of detecting trustworthy
devices and enhancing overall network security.(Ullah et al., 2024). The entire 10T
system requires a security framework capable of identifying threats and
vulnerabilities, as well as adapting to design and run-time processes. An ontology-
based cybersecurity framework provides state-of-the-art modeling and monitoring
mechanisms to ensure that security services can adapt to new threat
environments.(Mozzaquatro et al., 2018)

The most significant security challenges facing distributed and resource-
constrained Internet of Things (IoT) in terms of data integrity and trust can be
addressed through a combination of the following technologies and methods.

e Integration of fog computing, SDN, and blockchain for decentralization and
enhanced reliability.

o This study also explored the applications of blockchain in trust management and
data integrity assurance.

e In addition, a resource-saving encryption algorithm was adopted, and the
security functions were outsourced to fog nodes.

e Application of adaptive attack detection methods and deep learning for dynamic
trust assessment.

¢ Ontology-based security framework for service adaptation to threats.

These approaches enable a more secure, reliable, and trustworthy IoT
ecosystem, even under conditions of wide distribution and device
limitations.(Muthanna et al., 2019); Chen et al., 2018; Kouicem et al., 2020; Liu et al,,
2023; Diro et al,, 2018; Ullah et al., 2024; Mozzaquatro et al., 2018.

Although these two technologies are related, there is a critical gap in the
literature: a lack of research that provides a systematic and comprehensive analysis
of the collaborative architecture and specific challenges of integrating blockchain
technology with quantum technologies (QKD and PQC) in the complex context of [oT
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communications. Although existing reviews address the use of blockchain for
general [oT security or survey the transition to PQC independently, none have
provided a unified, dual-layer framework. This study explicitly maps the
architectural role of a permissioned blockchain for Trust Management (identity and
integrity) against the specific application domains of QKD (for backbone security)
and PQC (for resource-constrained edge devices). This integrated dual-layer
perspective is vital for providing a theoretical framework for future quantum-
resistant trusted communication systems.

Consequently, a significant challenge is that IoT devices have limited
computing power and storage capacity, which poses a hardship on the complex
protocols of quantum cryptography and blockchain. Additionally, the hardware
necessary for QKD (such as a cryptographic key pair) needs to be specific to the
physical environment, which is difficult to achieve in an Internet of Things (IoT)
context. The transition to post-quantum cryptography presents a series of
challenges. Therefore, establishing new standards is crucial to ensure that
blockchain and IoT systems can keep pace with quantum attacks and protect
themselves from them. Currently, limited resources and the high cost of quantum
network infrastructure hinder its widespread application. Furthermore, regulatory
and ethical issues related to data protection and security must be urgently
addressed.

Therefore, bridging these gaps and integrating blockchain and quantum
technologies into IoT communications holds promise for improving security and
reliability. However, to achieve truly effective applications in the future, significant
research and development work is still needed on resource-efficient encryption
algorithms, protocol architectures, and related infrastructure.(Commey et al., 2024;
Sekaran et al,, 2020; Almarri & Aljughaiman, 2024).

This study sets out to perform a Systematic Literature Review (SLR) with
three main goals: first, to pinpoint the architectures that have been proposed thus
far; second, to examine the pros and cons of different technology implementations;
and third, to outline unexplored future research directions. Its main contributions
are a comprehensive mapping of (a) how blockchain is used for IoT trust
management and (b) how Quantum Technologies (QKD/PQC) are proposed for
critical key protection, providing a theoretical framework for the development of
future quantum-resistant trusted communication systems.

MATERIALS AND METHODS

In our Systematic Literature Review (SLR), we concentrated on collecting,
assessing, and synthesizing essential literature regarding the integration of
Blockchain and Quantum technologies into reliable 10T communications. We
developed this SLR protocol to ensure transparency, traceability, and repeatability
while adhering to the guidelines established by Kitchenham and Charters.
(Kitchenham & Charters, This careful approach is essential to building a robust and
organized knowledge-based system.
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2.1. Research Questions (RQ)

This systematic review aims to address three specific research questions. It
instructs us on the procedure of retrieving literature, analyzing it, and combining it
into a coherent synthesis, all of which are emphasized in the technical and practical
aspects of the subject matter.

Research Question 1: What architectural roles and mechanisms have been
proposed to leverage blockchain technology to ensure trust management, data
integrity, and non-repudiation in IoT communications?

Research Question 2: How do quantum key distribution (QKD) and post-
quantum cryptography (PQC) differ from secure encryption keys at different layers
(backbone and edge) in resource-constrained [oT environments?

Research Question 3: What are the most significant performance trade-offs
and integration challenges (such as latency, computational workload, and
interoperability) when blockchain and quantum technologies are integrated into the
[oT ecosystem?

2.2. Data Sources and Search Strategy

To ensure that we did not miss anything important in the literature, we
explored five top-tier scientific databases that are well-regarded in the fields of
computer science, electrical engineering, and communications. These include
Scopus, Web of Science, IEEE Xplore, ScienceDirect, and ACM Digital Library. We
focused on publications from up to the search date (November 2025) to keep things
relevant and capture the latest trends in technology, such as blockchain, 6G, and
post-quantum developments. We created a search query that combined the Boolean
keywords. After the initial testing, we optimized the search query to identify as
many relevant studies as possible. We then used this search query in the "Title,"
"Abstract,” and "Keywords" sections of the articles.

The five top-tier scientific databases selected were Scopus, IEEE Xplore,
ScienceDirect, ACM Digital Library, and WOS. The search terms used were Internet
of Things “Internet of Things” or “loT” and “Distributed Ledger” or “Blockchain” and
( “Quantum” or “QKD” or “Post-Quantum Cryptography” and “Security” or “Trust”
Trust.

2.3. Inclusion and Exclusion Criteria (Selection Criteria)

We followed the PRISMA guidelines (the preferred reporting items for
systematic reviews and meta-analyses) and conducted a two-step screening process
to progressively reduce the number of included studies. This process is detailed in
the PRISMA flowchart in Section 3, which ensures methodological rigor.
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2.4. Data Selection and Extraction Process

We followed the PRISMA guidelines (the preferred reporting items for
systematic reviews and meta-analyses) and conducted a two-stage screening
process to progressively reduce the number of included studies. This rigorous
process (see the PRISMA flowchart in Section 3, “Results”) ensured methodological
rigor and transparency of the review.

a. Stage 1 (Initial Screening): After removing duplicates, we closely examined the
studies gathered from the database, paying special attention to their titles and
abstracts. Studies that did not meet the inclusion or exclusion criteria were
excluded.

b. Second Phase (Detailed Review): The remaining studies were subjected to a full-
text review to ensure that they fully met all established inclusion criteria (CI-1,
CI-2, CI-3). The final number of included primary studies was recorded, and the
selection process is summarized in the flowchart in the Results section.

In each study, we gathered qualitative data to address the research
questions. Our focus was on several important areas, such as the proposed
architecture, type of blockchain used (whether it was permissioned or
permissionless), and quantum technology involved (such as quantum key
distribution, pre-quantum computing, or a mix of both). We also considered the
reported performance metrics, such as latency, energy consumption, and
throughput, as well as the main challenges encountered by the authors. After data
collection, we synthesized and analyzed the results, which are presented in the
"Results" and "Discussion” sections, respectively.
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Table 1. Article Study

Variable Description Amount
X Total studies found from 5 databases. 850
Y Number of duplicates removed. 273
Z Number of studies included in the full-text review. 55
(Z=X-Y - Number Removed in Stage 1)
N Number of final primary studies retained 18- 25

(Retained Studies).

In the Systematic Review (SR), the ratio found during the screening of
studies was an inclusion ratio of 9.5%. The number above provides a methodological
and reasonable depiction of the PRISMA flow diagram.

RESULTS (SYNTHESIS OF LITERATURE FINDINGS)

Following the Systematic Literature Review (SLR) protocol described in
Section 2, the initial search process yielded X studies from five predetermined
databases. After removing Y duplicates and screening the Titles and Abstracts (Stage
1), Z studies proceeded to the full-text review stage. Finally, we found N primary
studies, which we call Retained Studies, that met all our Inclusion Criteria (IC) and
Exclusion Criteria (EC). These studies were included in the final synthesis. The
synthesized results were subsequently organized in alignment with the research
question (RQ) to ensure a clear and comprehensive overview.

3.1. Research on the Application of Blockchain Architecture in Trust Management
(Addressing RQ1)

The first research question investigated the function of blockchain
technology in preserving the integrity of IoT communication and preventing
tampering.. The synthetic results show that the proposed IoT architectures
primarily employ permissioned private blockchains (such as Hyperledger Fabric or
its variants). Public blockchains, such as Ethereum, cannot meet the requirements
for high scalability and low latency when managing a large number of 10T devices.
This study highlights three main application areas of blockchain technology. First,
there is Device Identity and Access Management (IAM), where smart contracts are
used for access authorization. Second, we have Data Integrity Verification, which
involves recording sensor data hashes in the ledger to keep things immutable. In
conclusion, the non-repudiation mechanism guarantees that once a gateway or
device transmits data, it cannot later refute sending the data.

3.2. Quantum Solution Dominance for Cryptographic Key Security (Addressing RQ2)
RQ2 aims to determine which quantum technology solutions are leading in
the protection of cryptographic keys on 10T devices. The findings reveal significant
differences between quantum key distribution (QKD) and post-quantum
cryptography (PQC). QKD is particularly suitable for securing backbone
communications, that is, the connection between a central server and resource-
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intensive loT gateways. This method is based on the principles of physical security.
However, PQC, especially lattice- and hash-based algorithms (such as Kyber and
Dilithium), is considered the preferred solution for resource-constrained IoT
devices. The analysis shows that while QKD offers higher security, PQC is more
practical because of its lower software overhead. Table 1 summarizes the frequency
of use of the different PQC algorithms used in this study.

To answer RQ2, we grouped the findings regarding the proposed Quantum
Technologies into two main categories: QKD and PQC. Table 1 provides a summary
of the qualitative comparison between these two solutions, including their functions,
advantages, limitations, and the most prevalent implementation contexts found in
the literature.

Our review confirms that Quantum Key Distribution (QKD) [see the first row
of Table 2] is considered for use cases where absolute security is paramount,
typically at the backbone network layer, where optical hardware can be
accommodated. In contrast, the literature indicates that Post-Quantum
Cryptography (PQC) dominates proposals for edge devices and [oT end-nodes. In
particular, lattice-based PQC algorithms (such as Kyber) are often proposed because
of their software-based implementation and lower overhead compared to the
complexity of physically installing QKD.

Table 2: Qualitative Comparison of Quantum Technology Implementation in

[oT Security (Based on Reviewed Literature)

Technology Main Main Main Proposed
Category Key Functions Qualitative  Qualitative Implementatio
Algorithm/ inloT Advantages Limitations n
Schema (Found in (Found in
the Study) the Study
Quantum Protokol Physically  Physically/ Special Backbone
Key BB84 MDI- Secure Theoreticall Optical communication
Distributio QKD Authenticat y Infrastruct  (remote server
n (QKD ion and Guaranteed ure - gateway)
Master Key Security Requireme
Distribution  (Based on nts, High
the Laws of Costs,
Physics). Limited
Range.

Post- Kyber Session Key  Software-  Overhead of Edge/End-
quantum  (encryption Protection based, Key/Ciphert ~ Node Device
cryptograp ), Dilithium and Data Faster ext Sizeis  (Microcontrolle
hy (PQC) - (Digital Integrity/D  Throughput Larger, r)

lattice- Signature) evice than Computatio
based Authenticat Physical nal
ion Quantum, Complexity.
Durable
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against
Quantum
Attacks.
Post- XMSS, Quantum-  Lightweight Limited Device
Quantum SPHINCS+ Resistant  Implementa Key Usage  Authentication
Cryptograp Digital tion, Well- (Stateful),  with Extremely
hy (PQC) - Signatures Proven Slow Limited
Hash- Security. Signature Resources
Based Computatio

n Time.

3.3. We now discuss the performance challenges and integration trade-offe addressed

in RQ3.

In our analysis, we have identified three key trade-offs that arise when
attempting to integrate blockchain and quantum technology:

a. Latency is a common issue in blockchain systems, particularly because of the
consensus mechanisms that can slow things down, especially at gateways that
handle many transactions. Although Permissioned Blockchains offer some
improvement in reducing latency compared to Public Blockchains, there is still a
significant amount of time involved in block finalization, which remains the
biggest obstacle for real-time IoT applications.

b. In the implementation of post-quantum cryptography (PQC) on Internet of
Things (IoT) devices, it is crucial to recognize that this generally leads to
increased memory consumption and a greater number of CPU cycles than
traditional elliptic curve cryptography (ECC) algorithms. Furthermore, the
introduction of quantum key distribution (QKD) requires additional investments,
including optical infrastructure and key rate management. Interoperability
issues: Currently, there is no universal protocol that is accepted for integrating
QKD and PQC into the functionality of smart contracts on a blockchain. This
causes numerous complex issues in key exchange and lifecycle management.

Discussion
4.1. Let us explore how synergy and the trust framework are integrated in our
research.

The findings in the Results section of the report confirm our primary
hypothesis that a multilayered approach to trusted communication is imperative in
the Internet of Things (IoT). As hypothesized in Research Question 1, the
combination of blockchain technology creates a powerful and dependable trust
mechanism. This is thanks to decentralized ledgers and smart contracts, which
support identity management and ensure data integrity. Therefore, our literature
review clearly shows that a layered framework is essential, with blockchain playing
a pivotal role in establishing logical trust layers. This layered architectural model
generally incorporates several layers, such as an authentication and authorization
layer that uses blockchain for identity and access management, a trust management
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layer that utilizes smart contracts for trust inference and node validation, and a data
integrity layer that relies on an immutable, decentralized ledger to ensure data
integrity.

Several studies have highlighted the use of clustering approaches in IoT
networks that divide the network into zones or clusters, where cluster heads are
responsible for conducting local authentication using a private blockchain, while
inter-cluster communication uses a global blockchain to maintain the overall
security and credibility of the network. This approach facilitates the reduction of
latency, enhances scalability, and ensures reliable communications. It is
advantageous to consider the integration of blockchain with other technologies,
such as edge computing and deep learning, as this combination may provide a more
adaptable method for detecting malware and evaluating trust levels in [oT devices. It
also helps IoT devices to work better, even though they have limited resources.
Smart contracts are important because they can independently handle rules and
transactions. This makes things clear and easy to track without the need for outside
help. To make this system widely used, we need to solve some major problems.
These include large-scale implementation, low energy consumption, and improved
interoperability of different IoT platforms.

In addition, the procedure must be simplified. Future research should focus
on developing more efficient blockchain protocols, creating energy-efficient
consensus mechanisms, and establishing interoperability standards for these
systems to improve their performance. These initiatives contribute to establishing a
reliable and sustainable IoT ecosystem. Adding blockchain as a trust layer in a multi-
layer system for IoT communication helps manage identity, authentication, data
integrity, and security policies in a decentralized and secure manner. This method
aligns with the initial concept and is supported by the scientific literature. (Abou-
Nassar et al., 2020; Honar Pajooh et al,, 2021; Kumar & Sharma, 2022; Kokila &
Srinivasa Reddy, 2024).

This layer attempts to address the inherent lack of repudiation issues and
weaknesses of the traditional Public Key Infrastructure (PKI). In Research Question
2 (FQ2), we attempted to explore the potential for new quantum technologies to add
additional layers of security to shield the future from the dangers of quantum
computers. This study aims to explain how quantum cryptography and other
associated technologies can enhance the safety of existing systems. By utilizing these
cutting-edge technologies, we intend to address the issues associated with
traditional PKI models, including non-reflection and system inabilities. Post-
quantum cryptography (PQC) is paramount in this field and employs cryptographic
methods that are resistant to the threat of quantum computers. This is markedly
different from older PKI models, such as RSA, DSA, and ECDSA, which are
susceptible to quantum computer invasions. PQC employs different approaches,
including lattice-based, hash-based, multivariate polynomial-based, and encoding-
based cryptographic methods. Its goal is to replace traditional algorithms and
ensure persistent protection against potential quantum threats. (Sim 2022;
Cherkaoui Dekkaki et al. 2024).
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We also explore how quantum signatures (QDS) can work with asymmetric
quantum keys. This combination allows us to create digital signatures that are not
only efficient but also secure from an information-theoretic standpoint.. This means
that they ensure integrity, authentication, and non-repudiation while tackling the
issues and overheads associated with perfect keys. Modern QDS protocols are
impressive; they can operate at high speeds and provide exceptionally strong
security, even for very large documents. Plus, they can be practically implemented in
quantum networks over distances of hundreds of kilometers, boosting the system's
efficiency and resilience against repudiation.(Yin et al., 2023; B.-H. Li et al., 2023).

Furthermore, the issue of a single point of failure, which is a major weakness
of the traditional PKI model, can be addressed with a decentralized and distributed
approach, allowing for key management and authentication without relying on a
single central authority. In this context, blockchain technology and threshold
cryptography methods (such as multi-party computation wallets and threshold
ECDSA) can support distributed key management, thereby improving security,
eliminating single points of failure, and strengthening non-repudiation and data
integrity in networks such as vehicle networks or loT networks.(AlMarshoud et al,,
2024a; Benarous et al., 2020)

By combining this layer with quantum and post-quantum technologies, the
basic functions of traditional PKI, such as non-repudiation and the authenticity of
digital signatures, can be preserved, and security can be improved through
resistance to quantum attacks, while addressing vulnerabilities related to critical
failure points and system failures that are susceptible to attack. (Cano Aguilera et al,,
2024; Yunakovsky et al., 2021). Consequently, this layer provides a solid foundation
for the advancement of future secure encryption systems. Crucially, the analysis
shows that the synergy between the two technologies is not only additive but also
complementary: blockchain manages data trust during transmission, whereas
QKD/PQC protects the transmission channel itself.

4.2. Critical Comparison and Implications of Hybrid Solutions

Although the concept of layered security is well established, a review of
recent trends regarding hybrid solutions between Quantum Key Distribution (QKD)
and Post-Quantum Cryptography (PQC) shows a significant division of roles within
the quantum-hybrid security architecture. QKD, which offers theoretical security
based on the principles of quantum physics, is best suited for the network backbone,
that is, the main communication channels connecting network nodes with high
security requirements and direct key exchanges between core users. However,
quantum Kkey distribution (QKD) has encountered some limitations, especially in
terms of the scalability of authentication and the scope of application, making it less
suitable for widely distributed and diverse end devices. On the other hand, post-
quantum cryptography (PQC), which is a classically based cryptographic algorithm
resistant to quantum computer attacks, offers a viable solution for enhancing
communication security, particularly when implemented at the terminal layer.
However, while PQC can be effectively utilized on end-node devices because of its
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ability to provide scalable authentication and compatibility with existing network
infrastructure without necessitating specialized hardware, such as single-photon
sources, it does not offer the absolute theoretical information security assured by
quantum Kkey distribution (QKD) protocols. The combination of these two methods
can yield a hybrid solution that integrates QKD into backbone networks and PQC
into the end devices. This allows us to fully leverage the advantages of both
technologies while overcoming their limitations.

This approach enables the construction of a quantum-resistant
communication system, and thanks to QKD technology, it provides a highly secure
backbone and scalable authentication and key exchange at the network edges
through PQC. Experimental studies and real-world implementations have shown
that this method significantly enhances security with acceptable performance trade-
offs for practical applications, while also providing resistance to catastrophic
cryptographic failures and offering both forward and post-compromise
security.(Rubio Garcia et al., 2024; Garms et al., 2024); Yang et al., 2021; Ricci et al,,
2024). Thus, a clear division of roles between QKD on the backbone and PQC at the
end node represents an important and strategic trade-off in developing practical and
scalable quantum communication security solutions for the future. This hybrid
approach represents the state-of-the-art direction in quantum-safe communication
technology, combining the advantages of quantum physics and quantum-resistant
classical algorithms while also providing a modular and adaptive framework for
future quantum networks.

Our results highlight that researchers have pragmatically adopted PQC
(primarily lattice-based) on resource-constrained devices, accepting greater
cryptographic overhead instead of risking a total security failure due to quantum
computing. Contrary to previous review studies that solely advocated for Quantum
Key Distribution (QKD), the current findings indicate that future trusted
communication systems will integrate a range of technologies. These systems do not
rely on a single solution; instead, they strategically leverage the strengths of each
technology to effectively address a wide spectrum of threats. Future communication
systems will be more diverse. To effectively address different threats, we no longer
rely on single solutions but employ a combination of technologies to address
different threats. This strategy is particularly important in today's communication
landscape, especially in scenarios such as smart cities, the Internet of Things (IoT),
6G, connected cars, and satellite networks, which typically involve heterogeneous
systems with dispersed technologies and geographical locations.

The following outlines some key points regarding reliable heterogeneous
communication architectures and how to address the various threats.

a. Utilizing Various Technologies for Integrated Security: Different communication
technologies, such as 5G, IoT, software-defined networking (SDN), edge/fog
computing, and non-geostationary satellite technology, each provide their own
strengths in dealing with certain types of threats, such as cyberattacks,
eavesdropping, data manipulation, and DoS attacks. By building an architecture
that collaboratively integrates these various technologies, a more robust and
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adaptive system against diverse cyber threats can be created.(Akhunzada et al,,
2020a; Sung et al., 2016a)

b. Let's talk about how we need to rethink security for future networks like edge
and fog computing. These networks are quite distributed and diverse; therefore,
sticking to the old, rigid security models will not suffice. Instead, we should move
towards a more flexible and collaborative approach. This means creating a
security system that can work across different layers and devices, helping us stay
aware of potential threats throughout the entire network.(Rapuzzi & Repetto,
2018a).

c. Automatic Adaptation and Artificial Intelligence: Automation of security systems
supported by the ability to adapt to a dynamic threat landscape and the use of
both external and internal intelligence has become critical. For example, by
leveraging SDN's software orchestration capabilities, threats can be proactively
and collaboratively addressed, thereby improving the system's responsiveness to
various attacks.(Sung et al., 2016b).

d. Physical Layer Security and New Standard Protocols: In communication systems,
particularly satellites and wireless networks, physical security approaches such
as physical layer security in non-geostationary satellite communications are
beginning to receive serious attention to withstand eavesdropping and
interference attacks. At the same time, there is a growing need for more secure
and integrated communication protocol standards across a variety of
heterogeneous services.(Xiao et al., 2019; .Kang et al., 2024)

e. Decentralization and Trust Management: In areas such as vehicular ad hoc
networks (VANETSs) and the Internet of Vehicles, decentralized models in trust
management and authentication reduce single points of failure and enhance
system resilience against security threats. Blockchain and threshold
cryptography approaches are examples of technologies that support trusted
communication  architectures in  this increasingly = heterogeneous
future.(AlMarshoud et al., 2024b; Kim et al., 2024).

f. We will examine the adaptability of our model to specific environments, such as
intelligent vehicle communications and telematics. In this context, the diversity of
protocols and systems may introduce new vulnerabilities to the network. To
ensure the security of these networks, a security solution that integrates multiple
technologies must be used. This strategy offers layered protection across the
application, network, and physical levels.(Y. Li et al., 2019)

In essence, a reliable and diverse communication framework focuses on
integrating different communication and security technologies. Each of these
technologies addresses specific threats using adaptive, distributed, and
multidimensional strategies. This aims to create communication systems that are
more robust, resilient, and capable of adapting to the increasingly complex
landscape of cyber threats in the future.((Akhunzada et al, 2020b; Rapuzzi &
Repetto, 2018b; Sung et al., 2016c; AlMarshoud et al., 2024c).

4.3. Unresolved Challenges and Research Gaps (Future Research Agenda)
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Although the potential for synergy is clear, the performance challenges
raised in RQ3, particularly the latency of blockchain consensus and PQC overhead,
remain major obstacles to industrial-scale implementation. The latency of
blockchain consensus and overhead from Post-Quantum Cryptography (PQC) are
the main barriers to industrial-scale adoption. Blockchain consensus, which is a
mechanism for reaching an agreement among several nodes in a distributed
network, often requires significant computational and communication time, leading
to increased transaction latency. This impacts how quickly and efficiently a system
can operate, which is particularly important in industrial settings where high speed
and scalability are crucial.(Vishwakarma et al., 2022a; Latif et al., 2021)

PQC is all about keeping blockchain technology safe from the potential
threats posed by quantum computing. Quantum computers can break the encryption
algorithms currently in use. Although post-quantum cryptography (PQC) is crucial
for long-term security, it also faces challenges. Algorithms that make them resistant
to quantum attacks are generally more complex, requiring more resources for key
generation, digital signature creation, and data encryption. (Buser et al, 2023;
Fernandez-Carames and Fraga-Lamas, 2020). In the course of evaluating and
implementing Post-Quantum Cryptography (PQC) on the Ethereum network under
real-world conditions, it has been observed that there is an associated
computational overhead. This overhead may impede the processes of transaction
and signature verification, consequently affecting the overall efficiency of the
system. To mitigate this issue, a feasible solution is to implement more lightweight
and efficient consensus mechanisms. For example, the modified Practical Byzantine
Fault Tolerance algorithm, or mPBFT, can cut down consensus latency by as much as
90%  compared to traditional methods, all without sacrificing
performance.(Vishwakarma et al, 2022a). In the domain of post-quantum
cryptography (PQC), the employment of hardware acceleration through Graphics
Processing Units (GPUs) and Single Instruction, Multiple Data (SIMD) parallelization
can decrease the latency and processing overhead of quantum-resistant keys by up
to approximately 98% under conditions of low workload. Additionally, it can
substantially enhance throughput in scenarios characterized by high workload.(Gao
etal., 2022).

The development of quantum-resistant cryptographic methods specifically
for blockchain continues, including the use of exotic digital signatures and quantum
entanglement-based consensus protocols aimed at balancing strong security and
efficiency.(Buser et al., 2023; Qu et al,, 2023). Many of these solutions remain in the
research or prototype phase and are not yet ready for large-scale industrial
implementation or practical applications.

Despite the significant challenges posed by the latency of blockchain
consensus mechanisms and the additional complexities introduced by post-quantum
cryptography (PQC), extensive research has been conducted in this field. Scholars
are striving to develop more efficient consensus algorithms, explore hardware
acceleration technologies, and design post-quantum cryptography (PQC) protocols.
This study suggests that promising solutions are on the horizon. For large-scale

211 | Volume 8 Nomor 3 2026


http://issn.lipi.go.id/issn.cgi?daftar&1554089628&1&&
http://issn.lipi.go.id/issn.cgi?daftar&1551819093&701&&
https://journal-laaroiba.com/ojs/index.php/reslaj/10819

Reslaj: Religion Education Social Laa Roiba Journal

Volume 8 Nomor 3 (2026) 199 - 217 P-ISSN 2656-274x E-ISSN 2656-4691
DOI: 10.47476/reslaj.v8i3.10819

deployments, it is crucial to strike a balance between quantum-resistant security
and high-performance requirements. Achieving this equilibrium is essential for
ensuring that blockchain systems attain widespread adoption and possess the
resilience to withstand future challenges.(Buser et al.,, 2023); (Vishwakarma et al,,
2022b; Gao et al., 2022)

One of the main hurdles is the lack of interoperability standards for
managing the lifecycle of keys generated by QKD when using smart contracts on the
blockchain. Currently, most research is centered around simulation studies and
architectural concepts, with limited evidence of IoT microcontrollers being applied
in real-world scenarios, particularly when strict power limits are a concern.
Therefore, moving forward, it is important for research to transition from merely
exploring concepts to actually testing them in real-life scenarios and developing
lightweight end-to-end protocols.

4.4. Methodological Limitations (Acknowledging Limitations)

It is important to note that this SLR has certain limitations. When we limit
our search to English-language articles and major scientific databases, we aim to
ensure quality; however, this approach might exclude some relevant studies
published in regional proceedings or other languages. In addition, because a
systematic review is qualitative, our understanding of performance trade-offs relies
on the data reported by the authors of the primary studies rather than direct testing.
We might be dealing with some reporting bias here; therefore, it is crucial to
consider these limitations when interpreting the results of our synthesis.

CONCLUSIONS AND FUTURE WORK
5.1. Conclusions

Through a rigorous Systematic Literature Review (SLR), this study
successfully maps and synthesizes the literature regarding the integration of
Blockchain and Quantum Technology in realizing Trusted Communication in the
Internet of Things (IoT). We confirm that the future architecture of IoT security will
be hybrid in nature, utilizing the decentralization of blockchain to ensure non-
repudiation and data integrity (RQ1), while also adopting lightweight Post-Quantum
Cryptography (PQC) solutions for key security on resource-constrained end-node
devices (RQ2). Although there are significant performance trade-offs (particularly
consensus latency and PQC overhead), our synthesis supports the perspective that
this layered approach is the most promising strategy for addressing existing system
vulnerabilities and the threats posed by future quantum computing.

5.2. Future Work

From the gaps highlighted in this review, it appears that there are three
main areas where future research could make a difference in bringing Trusted
Communication Systems in IoT to life.

First, to better understand how PQC algorithms such as Kyber and Dilithium
work on [oT microcontrollers, we need to move beyond simulations. Therefore, real-
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world implementation studies are essential. These studies will help us measure
important factors such as memory overhead, power consumption, and execution
time, which are especially critical given the tight power constraints of these devices.
The next step is the standardization of the hybrid protocols. Future efforts
should aim to design and test standard protocols that ensure smooth key lifecycle
management. This includes integrating the master key distributed by QKD into the
authorization and authentication functions of blockchain smart-contract
management. Lightweight Consensus Optimization: There Lightweight and more
efficient blockchain consensus mechanisms (Lightweight Consensus Mechanisms)
that can be applied to IoT gateways to reduce transaction latency and energy
bottlenecks without compromising security and immutability must be explored.
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